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— . H3C Router AL E:
<{H3CRouter>system—view //HENTC B AR
[H3CRouter]local—-user admin /BN LA P

[H3CRouter—luser—ciscolpassword simple admin // NZSINHIH 5% B 25

[H3CRouter—luser—ciscolservice—type web / /R W TR B D Ae

[H3CRouter—luser—ciscolquit

[H3CRouter]Ethernetinterface Ethernet 0/0  //#EAN4ZEOH B

[H3CRouter-Ethernet0/0] ip address 123.15.36. 140 255. 255. 255. 128/ /Hc B 412 1 Huhil:

[H3CRouter-Ethernet0/0] quit / /B 4 O B AR

[H3CRouter-Ethernet0/1] ip address 172.18.253. 1 255.255.255.0 //BCE N AME I HikE

[H3CRouter-Ethernet0/0] quit / /3B 4 O B AR R

[H3CRouter] ip route-static 0.0.0.0 0.0.0.0 123.15.36. 129 //Hc & EE& 8 H

[H3CRouter]acl number 3000 / /BT [R5 51 3R

[H3CRouter—ac1-3000]rule 5 permit ip source 172.18.253.0 0.0.0.255// 0V N M W By
I 2 4

[H3CRouter—Ethernet0/0] quit / /B H 3 D e B AR =
[H3CRouter]acl number 3001 / /BT [R5 51 3R

[H3CRouter—ac1-3001] rule 0 permit ip source 172.18.253.0 0.0.0.255 destination
192.168.0.0 0. 0. 255. 255

rule 5 deny ip / /AR P R X BE LU R R B 19 32 )

[H3CRouter]Ethernetinterface Ethernet 0/0  //#EAN4ZEOH BT
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[H3CRouter-Ethernet0/0]nat outbound 3000 //fE4MME:EID_EE A ACL 3000

[H3CRouter-Ethernet0/0]quit / /3B 4 O B AR
[H3CRouter]ike proposal 1 //B%E TKE $21, Ffat N TKE #2301
[H3CRouter]ike peer fenzhi / /85— IKE $F&EK, FEiEAN

TKE-Peer f1 K

[H3CRouter—ike—peer—fenzhi]exchange-mode aggressive //ft & IKE 55— BB i N B
EAE

[H3CRouter—ike—peer—fenzhi]proposal 1 //HCE TKE XRS5 H B IKE 22432
W

[H3CRouter—ike—peer—fenzhi]pre-shared—key simple abc123 //Bc B % FH i 4L = 2560\ IF
B, B ) T S A

[H3CRouter—ike—peer—fenzhilid—type name //i%E+% IKE 2 —EX i A H 1D
(et}

[H3CRouter—ike—peer—fenzhi]remote—name fenzhi //TiC & %t if 224 W 5% [ 44

[H3CRouter—ike—peer—fenzhi]remote—address fenzhi dynamic //MBc B %24 50 TP
bk

[H3CRouter—ike—peer—fenzhi]local-address 123.15.36. 140 //Wc B A v % 4= W I 1) 1P
ik

H3CRouter—ike—peer—fenzhi] local-name center //Ht B ASui24: M 55144
[H3CRouter—ike—peer—fenzhi] nat traversal //BiHE IKE/IPsec [fJ NAT ZF#kThfE
[H3CRouter—-ike—peer—fenzhi]quit

[H3CRouter] ipsec transform-set fenzhi //FiHE IPsec %4-#R1X fenzhi
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[H3CRouter—-ipsec—transform—set—tranl] encapsulation-mode tunnel //FR L IEER,
K FE T A5

[H3CRouter—ipsec—transform—set—tranl] transform esp // Z4 KA ESP X

[H3CRouter—-ipsec—transform—set—tranl] esp encryption—algorithm 3des //i% #f ESP
PSR A N 2 Sk

[H3CRouter—ipsec—transform—set—tranl] esp authentication—algorithm md5 //i% & ESP
PRUSCRH IR 5%

[H3CRouter—-ipsec—transform—set—tranl] quit
[H3CRouter]ipsec policy 983040 1 isakmp //G%—2%k IPsec 24> 5%, PG 77 oM isakmp
[H3CRouter—ipsec—policy—isakmp—usel-10] security acl 3001 //5| FH 15 a4 %13 3001

[H3CRouter—ipsec—policy—isakmp—usel-10] transform—set fenzhi //5|FH IPsec Z41%
W

[H3CRouter—ipsec—policy—isakmp—usel-10] ike-peer fenzhi // 5| IKE X}&E{Ek
[H3CRouter—ipsec—policy—isakmp—usel-10] quit
[H3CRouter] interface ethernet 0/0 //#HEAAbME O

[H3CRouter—-Ethernet0/1] ipsec policy 983040 //{fEAbEkiE EMNH IPsec ZATRKME2H

KiFRCES R

[H3CRouter] display ike proposal

priority authentication authentication encryption Diffie-Hellman duration

method algorithm algorithm
group (seconds)
10 PRE_SHARED MD5 DES CBC

MODP_768 5000
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default  PRE_SHARED SHA DES_CBC
MODP_768 86400

[H3CRouter] display ike proposal

priority authentication authentication encryption Diffie-Hellman duration

method algorithm algorithm
group (seconds)
default  PRE_SHARED SHA DES _CBC
MODP 768 86400

Al a0 N BoRE B A E B IKE P s mh e A s AN B B SA.
[H3CRouter] display ike sa
total phase-1 SAs: 1

connection—-id  peer flag phas
e doi
1 219. 140. 142. 211 RD|ST
1 IPSEC
2 219. 140. 142. 211 RD|ST
2 IPSEC

flag meaning

RD—READY ST—-—STAYALIVE RL-—REPLACED FD——FADING TO—TIMEOUT RK-REKEY
TKE 25 — B BLh i A2 i TPsec SA F £/ 7K 10. 1. 1.0/24 55 10. 1. 2. 0/24
Z AR, s N RRE RS .
[H3CRouter] display ipsec sa

Interface: Ethernet0/1
path MTU: 1500

IPsec policy name: “mapl”
sequence number: 10
acl version: ACL4

mode: isakmp

PFS: N, DH group: none
tunnel :
local  address: 123.15.36. 140
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remote address: 219.140. 142. 211
flow:
sour addr: 172.18.253.0/255.255.255.0 port: 0  protocol:
1P
dest addr: 192.168.2.0/255.255.255.0 port: 0 protocol:
1P

[inbound ESP SAs]
spi: 0x3D6D3A62 (1030568546)
transform: ESP-ENCRYPT-DES ESP-AUTH-SHA1
in use setting: Tunnel
connection id: 1
sa duration (kilobytes/sec): 1843200/3600
sa remaining duration (kilobytes/sec): 1843199/3590
anti-replay detection: Enabled
anti-replay window size(counter based): 32

udp encapsulation used for nat traversal: N

[outbound ESP SAs]

spi: 0x553FAAE (89389742)

transform: ESP-ENCRYPT-DES ESP-AUTH-SHA1

in use setting: Tunnel
connection id: 2

sa duration (kilobytes/sec): 1843200/3600

sa remaining duration (kilobytes/sec): 1843199/3590
anti-replay detection: Enabled

anti-replay window size(counter based): 32

udp encapsulation used for nat traversal: N
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