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4 | BN 2 B9 LAN i 1P B4 192.168.3.0/24 MEXEASENIG 1LAN EE

5 | BAIRAYIRE ORB RFUMMHRRISFF IPSec VPN

6 | ORB305 @I HBLE L PPPOE K SEKEIRE IP AZZUERENSINEB IP ithik

7 | PlNmig B ICRRERE IP i, #eht)e 173.17.99.100/24

8 | HNHIEBEILARH cisco, juniper, #79, H3C ZERREI #5F IPSec HIRE

9 | Hulyfg LAN i IP #tblit /9 172.16.1.0/24 BASEILEENHT LAN 22

2.2 MZ5RF e

& FulNmRE S Cisco ASA/PIX BXiE, 10S fr7s 8.0; #MNER IP bik 173.17.99.100,
#f5 255.255.255.0; PIEB IP ttbik 172.16.1.1, #8545 255.255.255.0

& NI 118%79 ORB305; #MEB IP ik 193.169.99.100, #8f5 255.255.255.0; K
#F 1P bk 192.168.2.1, #8f5 255.255.255.0

& NI 218559 ORB305; MR IP itk 193.169.99.101, #8#5 255.255.255.0; K

&B 1P iBilk 192.168.3.1, #&#5 255.255.255.0

3.AEES

3.1 F.0M ¥ Cisco ASA/PIX AP E

Ciscoasa&pix#configure terminal [ENBEERRT
Ciscoasa8&pix(config)# interface ethernet 0/1  //AHNRERZEOMNEERER (FOXRERROS
BRSO, AEREINMEORTB1TER)

Ciscoasa8pix(config-if)#nameif inside [/ AREBECOKEL— inside BIBFR

Ciscoasa&pix(config-if)#ip address 772.16.1.1 255.255.255.0 //IREREOIECE IP ik
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Ciscoasa&pix(config-if)#exit /A BHREREONEEET
Ciscoasa8&pix(config)# interface ethernet 0/0 //HNINREONRERR, (HOXELIKROS
BLAZIRE U, REREIMNBEOR B1TIERE)

Ciscoasa&pix(config-if)#nameif outside /1799 B O KEX— outside BYRFR

Ciscoasa&pix(config-if)#ip address 773.77.99.100 255.255.255.0 //795NsBEOECE P it

Ciscoasa&pix(config-if)#exit //BHINEBE ORI ERT
Ciscoasa&pix(config)#route outside 0.0.0.0 0.0.0.0 773.77.99.7 // B EB#SEKIAKH,
173.17.99.1 JoshEBORIMIHEIE, ZthE—RE 79 ISP f24H

Ciscoasa&pix(config)#access-list permiticmp extended permit icmp any any //8lI&i51a54%)
FIRAVERE icmp 32, IWHKRIGEHEHFIRNBEES T WA SHRRER ping @3¢ (B KIEER
INEZELHHA ICMP B1Bi3HY)

Ciscoasa&pix(config)#access-group permiticmp in interface outside /13 IEEHIF IR R
FREISMREO

Ciscoasa&pix(config)#access-list nonat extended permit ip 772.76.1.0 255.255.255.0

192.168.2.0 255.255.255.0  //RIEEHIE=HIFIZRIIF 172.16.1.0/24 L&ZE] 192.168.2.0/24 (%,

trsninEHEFIRNBERIZEXS 172.16.1.0/24 MZ8E] 192.168.2.0/24 MEHIEIEE IP FERAHTIS
HHEEHR(PAT), 172.16.1.0/24 20imPIERRZS, 192.168.2.0/24 ZiminPIERRILE
Ciscoasa&pix(config)#global (outside) 7 interface //TESNEME O (outside) LS R PAT
Ciscoasa&pix(config)#nat (inside) 0 access-list nonat //33MAREBZEOFNRIBILES nonatifia)
EEITIRNSUES P FERAH THEILEER (PAT), 518 0 KEARIG

Ciscoasa&pix(config)#nat (inside) 7 772.16.1.0 255.255.255.0  //33 NAIERIECHFNRUIRHELE S

172.16.1.0/24 RIEIRE |P FEGHITHEILAERR (PAT), iE: PRKIEENEIRESZARNEELES

E P FER, FHEIR NAT £&4IRRFHTHbi iR



©) DoingTech ORB305 5 Cisco ASA [y k:EHy%E TPSec VPN it B 18 5

Ciscoasa&pix(config)#write memory /R EEE
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RItE 192.168.2.1 3\ ORB305web B, FAF4% admin, B85 admin &S,
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3.3 IPSec VPN i B

3.3.1 Hl»i Cisco ASA/PIX IPSec VPN BB

Ciscoasa8pix# configure terminal

Ciscoasa&pix(config)#isakmp enable outside //TESNERIZ (outside) FFF isakmp,
Ciscoasa&pix(config)#crypto isakmp policy 70 //TENX IKE SRERLAR (1 RER)
Ciscoasa&pix(config-isakmp-policy)## encr 3des [/TENXINEE X
Ciscoasa&pix(config-isakmp-policy)# hash md5 [IENEFEE

Ciscoasa&pix(config-isakmp-policy)# authentication pre-share  //ESXIANIET

Ciscoasa8pix(config-isakmp-policy)# group 2 //TE X BB B ET T
Ciscoasa&pix(config-isakmp-policy)#exit //iBH IKE SRESECE1EL(

Ciscoasa8pix(config)#crypto IPSec transform-set cisco esp-3des esp-md5-hmac // 6l &
IPSec g cisco

Ciscoasa&pix(config)#crypto isakmp nat-traversal //FFIEBEXIERY NAT-T Ihee
Ciscoasa8&pix(config)#crypto dynamic-map dymap 7 set transform-set cisco //€|E 7RSS
dymap FRERRIRE, 1 AFFIS

Ciscoasa&pix(config)#crypto dynamic-map dymap 7 set reverse-route [/ RENSBRES TS
RRI (reverse-route injection) REHEIFEAN

Ciscoasa&pix(config)#crypto dynamic-map dymap 7 match address nonat //AENZSBRET X

BRI

il

Ciscoasa8pix(config)#crypto dynamic-map dymap 7 set pfs group?2 /) RN IR FF
[5 pfs (perfect forward secrecy) SESEMAINNE

Ciscoasa&pix(config)#crypto map finalmap 70 |PSec-isakmp dynamic dymap //8l3ERETFHE
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FaN7SBRES
Ciscoasa8pix(config)#crypto map finalmap interface outside //TESMERE O (outside) £ Rz

FRBRES

Ciscoasa&pix(config)#tunnel-group-map default-group DefaultL2LGroup //BIFEERABFER

Ciscoasa&pix(config)#tunnel-group DefaultL2LGroup |PSec-attributes //# NEKIABFIEHE

BE

Ciscoasa&pix(config-tunnel-1PSec)# pre-shared-key cisco /NEERINFBHNSHE
=58

Ciscoasa&pix(config-tunnel-IPSec)# exit //IBHEIARREHR SRS
Ciscoasa&pix#write memory //1RFEE

ZE i Cisco ASA/PIX BEkiE IPSec VPN BRE455R

3.3.2 ORB305 B HSRIREC & :

1. ¥ SIM RIEARSHRRE

2, B[R LA, BNIKHEE web TUE (BAIAJ9 192.168.2.1)

3. HAME—EO TSRS REEAMA SIM R LEREIRIER, REEE
4. XIN SIM RIRSHLN, SRIEEEARE

?:; DoingTech

BERRE EERE i} IR U SEEH] HaE
| BEPRAE TR
TSR =R e 120 e P B
1 ® Cellular-SIM2 DHCP 10.81.192.57 @ @ @

5. BEAMZE—VPN—IPsec REHITIEEZS (IPsec VPN ZFin) B&

IPsec_1 ZHELE
Ja i n)ifk
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IPsec el N BRI KB Ml (il 173,17, 99. 100)

IPsec 13 fEiE GERA)

IPsec HhiX ESP (%)

b HE HIAF LAN 709 (it 192. 168. 2. 0/24)

ZHh 1D S5 Default (HRE)
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RSN Main (B4
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AR PSK (B
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AR D) 10800 (HH)

SA 4 )ik
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-’@; DoingTech

& admin )

DMVPN IPsec BE=% IPsec GRE L2TP PPTP
FHEE
o
Wi [wos ]
DHE [moprrsss |
B [esx
XAUTH a
=EEEE) [ 10800 |
SASE
samDE EE
[mooProzez |
mEEE) [0
) [» ]
DPDERETAE) N
IPsecH =
=Ea
SFIPsecsIVPNER E

xEn [ |

tEEhFErE

OpenVPNESEE

A7 35 FIC B 5 B AT 3 AR — VPN LR E 3] IPsec VPNIRES A CEE:

"@; DoingTech

F 2] E 8 VPN HEaEe =t

& ¥E *ip

ipsec_1 e 192.165.2.0024

3.4 I§4F

3.4.1 HulimSiE

Ciscoasa&pix(config)# show crypto isakmp sa

Active SA: 1

BRI

w2l e

=]

BAIPsecEE, BABERE)
1PsechistE

WAITRIPsec RS SMA(PIS
&)

IPsectEst
WEEHEE RS, BE:
BRETRXZ

2 admin

(£3]

[T
=)

BT EEVPNE RIS
b

et e
&

Hipp

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 1
1 IKE Peer: 193.169.99.100
Type :L2L Role  :responder
Rekey :no State : MM ACTIVE
MR B EIAERNZRZE—H BRI

Ciscoasa&pix(config)# show crypto IPSec sa
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interface: outside
Crypto map tag: dymap, seq num: 1, local addr: 173.17.99.100
access-list nonat permit ip 172.16.1.0 255.255.255.0 192.168.2.0 255.255.255.0
local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
current_peer: 193.169.99.100
#pkts encaps: 105, #pkts encrypt: 105, #pkts digest: 105
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify: 105
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 105, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0
local crypto endpt.: 173.17.99.100, remote crypto endpt.: 193.169.99.100
path mtu 1500, IPSec overhead 58, media mtu 1500
current outbound spi: 1B7B60FB
inbound esp sas:
spi: OxF33099AA (4080048554)
transform: esp-3des esp-md5-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 12288, crypto-map: dymap
sa timing: remaining key lifetime (sec): 3493

IV size: 8 bytes
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replay detection support: Y

outbound esp sas:

spi: Ox1B7B60FB (461070587)

transform: esp-3des esp-md5-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 12288, crypto-map: dymap
sa timing: remaining key lifetime (sec): 3493
IV size: 8 bytes

replay detection support: Y

NI AR RS B ERIEIRTD, IPSec VPN EZ37R4I)

3.4.2 ixifs ORB305 Wil
%) DoingTech & admin

el s k2 EsRIP

psec_1 TE 192.168.2.024
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4. Eﬂﬁfﬁ%‘-@ (£ & ORB305)

4.1 0¥ Cisco ASA/PIX Bl K REHC B

AFEIN—FKPAEHFIR, &hOmAk 172.16.1.0/24 MERFTIE IR TR
ORB305 AR 192.168.3.0/24 MEHILHER IP FERABTHBULAEHR(PAT), EfbTFEE
'8
Ciscoasa&pix(config)#access-list nonat extended permit ip 772.76.1.0

255.255.255.0 192.168.3.0 255.255.255.0

4.2 Friizxim ORB305 ft &

4.2.1 #FHi&ixig ORB305 WAN O HECE (40F wAN mo0:%/5 46 #-S0skid 1%

B

%8 ORB305 EBBJR, Fi—tRMIZiERE ORB305 A9 LAN OF0 PC, FJFFAILSES, A

http://192.168.3.1, BWAFHF% admin,Z#3 admin

BN R T -> O T -> "PERRERMDT 1EiEO WAN (R AIEE RFIBMER
BN (ttbLARES 1P A, EftitkS358NUESE ORB305-4G &5 TR HESRERR

FAf).
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4.2.3 Fi¥ixaE ORB305 IPSec VPN B &
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5. BHAMZE—VPN—IPsec REHITHE=S (IPsec VPN ZFin) EB&
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4.3.1 "y Cisco ASA/PIX B K IZISF

Ciscoasa&pix(config)# show crypto isakmp sa

Active SA: 2
Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2
1 IKE Peer: 193.169.99.100 //t2b B/ ~"E 5/Rizmin ORB305 #1317 IKE S5—ERiZEsR:
Type (2L Role : responder
Rekey :no State : MM_ACTIVE
2 IKE Peer: 193.169.99.101 //tbRnES55i8imin ORB305 #37 IKE S5—ERzEs:
Type JL2L Role : responder
Rekey :no State : MM_ACTIVE

Ciscoasa&pix(config)# show crypto IPSec sa

interface: outside

Crypto map tag: dymap, seq num: 1, local addr: 173.17.99.100
access-list nonat permit ip 172.16.1.0 255.255.255.0 192.168.2.0 255.255.255.0

local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port): (192.168.2.0/255.255.255.0/0/0)
current_peer: 193.169.99.100

#pkts encaps: 49, #pkts encrypt: 49, #pkts digest: 49

#pkts decaps: 49, #pkts decrypt: 49, #pkts verify: 49

#pkts compressed: O, #pkts decompressed: 0

#pkts not compressed: 49, #pkts comp failed: O, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: O, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0

local crypto endpt.: 173.17.99.100, remote crypto endpt.: 193.169.99.100

path mtu 1500, IPSec overhead 58, media mtu 1500
current outbound spi: B3975F0E

inbound esp sas:

spi: OXA2A296A4 (2728564388)
transform: esp-3des esp-md5-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 53248, crypto-map: dymap
sa timing: remaining key lifetime (sec): 3312
IV size: 8 bytes
replay detection support: Y

outbound esp sas:

ORB305 55 Cisco ASA [Jj-k3&Hg%dt IPSec VPN i & 155
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spi: 0xB3975F0E (3013041934)
transform: esp-3des esp-md5-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 53248, crypto-map: dymap
sa timing: remaining key lifetime (sec): 3312
IV size: 8 bytes
replay detection support: Y
Crypto map tag: dymap, seq num: 1, local addr: 173.17.99.100
access-list nonat permit ip 172.16.1.0 255.255.255.0 192.168.3.0 255.255.255.0
local ident (addr/mask/prot/port): (172.16.1.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.3.0/255.255.255.0/0/0)
current_peer: 193.169.99.101
#pkts encaps: 69, #pkts encrypt: 69, #pkts digest: 69
#pkts decaps: 69, #pkts decrypt: 69, #pkts verify: 69
#pkts compressed: O, #pkts decompressed: 0
#pkts not compressed: 69, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: O, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#send errors: 0, #recv errors: 0
local crypto endpt.: 173.17.99.100, remote crypto endpt.: 193.169.99.101
path mtu 1500, IPSec overhead 58, media mtu 1500
current outbound spi: 4B25DDD8
inbound esp sas:
spi: 0x432AD3E6 (1126880230)
transform: esp-3des esp-md5-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 57344, crypto-map: dymap
sa timing: remaining key lifetime (sec): 3392
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: 0x4B25DDD8 (1260772824)
transform: esp-3des esp-md5-hmac none
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: 0, conn_id: 57344, crypto-map: dymap
sa timing: remaining key lifetime (sec): 3391
IV size: 8 bytes
replay detection support: Y
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